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Objectives: Cyber physical systems are large scale Industrial Internet of Things (IIoT) systems 

that are resulted from the integration of the IIOT computation layer with the field layer. The 

objective of this course is to teach students cyber physical systems, the necessity for upgrading 

large scale IIOT systems to cyber physical systems, main challenges in the development of cyber 

physical systems, the design principles of cyber physical systems and the implementation aspects 

of cyber physical systems by focusing on several case studies. 

 

 Topics: 

 

 Cyber physical systems: 

 Structure of IIOT systems 

 The necessity for upgrading IIoT systems to cyber physical systems 

 The advantageous of cyber physical systems over IIoT systems 

 

 Main issues to be considered in the development of cyber physical systems: 

 Uncertainties in the exchange of data between field processors 

 Field devices limited memory and computational power 

 Field devices computational errors 

 Very high computational complexity of the available optimization, estimation, AI and ML 

algorithms for large scale IIoT systems 

 

 Cyber physical systems design principles: 

 Algorithms for distributing the computational load of the convex constrained optimization 

problems to field distributed processors 

 Algorithms for distributing the computational load of the non-convex constrained 

optimization problems to field distributed processors 

 Algorithms for distributing the computational load of the linear/nonlinear estimation 

problems to field distributed processors 

 Methods for communication and computation resilience of cyber physical systems 

 Security of cyber physical systems 

 

 Applications of the available design techniques in the development of the available 

cyber physical systems:  

 Australia's automated irrigation network 

 Iran Khodro fault diagnosis system 
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 Smart oil field 

 Smart power grid 
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