Systematic Design of Round Functions for Symmetric-key Block Ciphers
Abstract
A brief glance at the history of symmetric-key algorithms inspires the fact that all properties required for the components of an algorithm are not yet known, and newer algorithms are not essentially more secure than older ones. By focusing on symmetric-key block ciphers, we provide a set of necessary conditions for the components of such kind of algorithms. Satisfying the proposed criteria helps increase the resistance of an algorithm against different methods of cryptanalysis. Since different functions may not always ideally satisfy the required criteria, we also define numerical expressions that assist evaluating the functions. For most of the criteria, the defined expression assigns a normalized value to the specific property of the function, making the comparison of different properties easier. Considering the fact that the efficiency of an algorithm is nearly as important as its security, performance considerations were also taken into account while defining the criteria. Using this numerical evaluation helps turn the process of designing a block cipher into a systematic approach. By evaluating the properties of different components of an algorithm, its resistance against cryptanalysis can be measured at early design stages. Also, different algorithms can be compared with each other numerically.
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