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8- Results:

Briefly, the following goals are derived in this thesis:

1. Grouping the different kinds of eavesdropping, offering exact definitions and criteria for each one and describing the differences among them. 
2. Comparing Differential Frequency Hopping (DFH) and conventional spread spectrum methods in order to show the relative advantages of DFH.
3. Criticizing the DFH method and describing its challenges.

4. Modifying the DFH method in order to remove its weaknesses.  

5. Designing a new method called "Pseudo Random Modulation Frequency Hopping" due to satisfying the requirements of complex electronic warfare environments. 
9- Registered Inventions:----

Abstract (Max. 300 words for M.S and 500 words for PhD. Thesis)

Tactical communication systems should be implemented in such a way that any unauthorized detector can't easily obtain the signal parameters or detect the transmitted information by interception of transmitted signals. On the other hand, communication signals should resist active hostiles which transmit interfering signals toward authorized receiver.  


Correlated Hopping Enhanced Spread Spectrum (CHESS) system demonstrates a new form of frequency hopping in which Differential Frequency Hopping (DFH) is employed to increase Anti-Jamming (AJ) and Low Probability of Intercept (LPI) properties. In this method, the transmitter correlates successive frequencies by using the transmitted symbol based on Frequency Transition Function (FTF). As a result, authorized receiver can recover missed hops affected by jamming and noise; accordingly, this can improve the estimation of transmitted information.


In this thesis, the performance of the DFH is compared with that of Direct Sequence Spread Spectrum (DSSS) and Conventional Frequency Hopping (FHConv.) in the tactical environment based on the introduced criteria. Also, it is shown the DFH offers superior performance and lower unauthorized detection in comparison with those of conventional spread spectrum communication. 

In order to retain advantages of DFH and remove weakness of the method, we design and illustrate "Pseudo Random Modulation Frequency Hopping (FHPRM)" as a novel spread spectrum method. This method is developed by combining FHConv. and DFH as well as including new ideas which meet the complicated tactical requirements. 


Using this method, we can reduce the probability of hostile exploitation compared to the conventional methods in addition to its simple implementation. 
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