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Introduction 
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 The secret key agreement was first studied by Maurer in 
1993.secret key agreement by public discussion based on common 

information. [1] 

 Two concepts were studied 
 Utilizing a noiseless public channel 

 Having distinct correlated sources 

 Problem of  generating common randomness was then studied in the 
work of Ahlswede and Csiszár.[3] 
 Channel model and source model were introduced. 

 Forward capacity region was derived for both channel model and source model. 

 Necessary and sufficient conditions for inner and outer bounds of the 
secret key capacity was studied in a valuable work by A. A. Gohari and 
V. Anantharam. [4] 
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Motivation 
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 Generating multiple keys in a group of terminals. 
 Sharing the secret key and private keys among terminals. 

 First studied in a work by C. Ye and P. Narayan, The Secret key-

Private key Capacity Region for Three Terminals.(2004-2005) 
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Our Contribution 
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Achievable Region 
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The Coding Scheme 

7 

 Coding scheme 
 Double-layer random binning 

 Superposition coding (Secret Superposition scheme [8]) 
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Explicit upper bound 
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 Proposition 1: In the key agreement scenario of 
the described model, if the rate triple  is achievable, 
then it satisfy: 
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Special cases (Markov chains) 
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 When the source observations form a Makov chain as 

                                  the secret key-private keys capacity region 
reduces to: 
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 When the source observations form a Makov chain as 

                               the secret key-private keys capacity region 
reduces to: 

 

 

 

 

For all auxiliary random variables which satisfy:        
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An example 
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 This situation is illustrated in the figure bellow: 

 

 

 

 

 

 

 

                     An example for case  
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Summary and Discussion 
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 Studing a new source model of secret key sharing 

 Inner bound for Secret key-Private keys capacity 
region is derived. 

 Special cases were found that inner bound is the keys 
capacity.(tightness) 

 As a continue of this works we have also studied the 
reverse case.(Forward Strategy) 

 One can study the case of having three private keys 

 Also we can have a helper node in a problem setup. 
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