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Basics of information theoretic security

Information theoretic security is based on Shannon work in
1949.
The perfect secrecy was considered with the requirelfx&kiv)=0.

Basis of secrecy generation in information theoretic point of
view is common randomness.

The common randomness is source of correlation and as well
as a public channel, can result in secrecy generation.
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Secret Key agreement scheme

The common randomness can be source or channel type.

C Channel type C Source type

[ Ahlswede & Csiszar ,1993] [Maurer,1993] [ Ahlswede & Csiszar ,1993]

Noiseless public channel : .
P Noiseless public channel

+ This public channel can be regarded in forward and backward directions or two-way.
+ In most of the cases, inner and outer bounds of secret key capacity is obtained.
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Secret key sharing in source model with
the forward ¢ 5ubhc channel

Alice, Bob and Eve can, respectively, obsdwie.d. repetitions
of the random variablesX,Y andZ .

Alice generates secret key as stochastlc function K = f(X")
and sends F = f,(X") over the public channel.

N

Bob with access to F and his observation YN, estimates K
as EE=h(F,YN) .

The rate of key should be such that | (K;F,Z")- 0 .
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Extension of the basic model

Secret key sharing can be consider; in more complicated scenarios
introducing more users or more private keys.

For example a model of secret key sharing can be considered with more
accordance to the real communications with respect to the basic model
where both user 1 and user 2 intends to share secret keys with user 3
while user 1 is the wiretapper of user 2’s secret key and vice versa.
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Multiple access source model

Three users have access to correlated sources with distribution P(%: %, %)

- 2 1” Userl

P(Xy, %o, X3) User2

User3

Noiseless public channel
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Multiple access source model

For this model, we have considered two !uations: the forward and the backward
key. X

We investigate the inner and the outer bounds of the forward and backward secret
key capacity region [Salimi, Salmasizadeh &Aref, IET COMM.2010].
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Multiple access source model

The inner and outer bounds do not coincide in general. In some special
cases such as

Xl' Xz 'Xs
Xz' X1 'Xs
Xl- X3 "X2

the secret key capacity region can be found. These special cases occur when
the sources form Markov chain in any order.

As the practical scenarios, the protocol of secret key sharing is described
for binary-erasure sources.
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Multiple access channel common
randomness

There is a GDMMAC with probability distribution Rr.v. v x. %
from users 1 and 2 to users 3,2 and 1.

We assume that the channel outputs are used just for
eavesdropping.

Y
W X7
—={ Encoder 1 -

MAC-GF

y" Wi, W,
= Receiver —{-r] 2}

H’Fz _X’Zr: p':y yl'-'y2|:r|'-:r'3:|
— | Encoder 2 -

| BE—
¥y
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“““Multiple access channel model with
forward public channel

For this model, we investigate the forward key strategy, i.e. public channel
from users 1 and 2 to user 3.

T A

Public Channel

Two strategies can be considered: pre-generated key and two-stage key
strategies.

For both pre-generated and two-stage key strategies, the inner and the outer

bounds of secret key capacity region is derived [Salimi, Salmasizadeh &Aref, IEEE
transaction on Information Forensics and Security .2011]

Forward public channel is beneficial in contrast to broadcast channel.
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(Gaussian case

In [Ekrem &Ulukus, 2008], the problem of GDMMAC is
considered where the channel outputs at the transmitters
are not only used for eavesdropping but also as inputs to
the encoders using compress and forward (CAF) strategy is
used at each transmitter.

It is shown via Gaussian examples that this cooperation can
increase secrecy rates.

It may seem that using channel outputs as inputs to the
encoders can dispel our need for the public channel.
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Muftlple access channel model with
forward public channel

First example: no secrecy rate can be achieved using compress and forward
strategy.
0.9

Yi = X‘l,i +X2i E % %:I-’ 0'8~ | | | IPub(Ii:c::A\c'::hSatr;iriteelgl;sa‘ge_‘ —
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Second example: two rate regions are
shown in the figure.
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There should be some correlation in channel output noises so that the public
channel be useful.
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Multlple access channel model with
backward public channel

Secret key sharing is considered in the same setup with public
channel from the receiver to transmitters 1 and 2.

N
K, 5 Y,

Transmitter 1] 3 |
X

il
. Xz
K, Transmitter 2
wa\
2

F a— Insecure feedback channel

This work is the initiative of the realized situation where there
is a noisy broadcast channel from the receiver to transmitters 1
and 2.
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(Gaussian case

When the three terminals receive independent noises the
feedback channel being used by the receiver cannot
Increase secrecy.

» An example (the random variable the same as in forward case)

=X P kY A X ErfRE ¥ A =K 1B

With feedback
--------- Without feedback

=~ »Rl
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The future works and challenges

The secret key sharing can
be regarded in realized
backward strategy in
multiple access channel
model, i.e., noisy broadcast
channel from user 3 to user

1 and 2.
Yip
i
User 1
Xl,f p Y
f
i Y| X s User 3 X, —> Rﬁanzx:‘ %
User 2 X, ¢
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Inner bounds of secret key capacity
regions

Theorem 1: In the forward key strategy of the described source model, the
rate pair (R, R,) is an achievable key rate pair if:

R20,R 20
REIS X|/TY -(S X% TV,
R CI(T; %SV - (T X SV,
R+R C(ST XUV -(SXTY 4T X SV (LS|TU)

for random variables according to the distribution:
p(uvistx %, %)= # 41 ¥ p|V)t @| S X (ﬂ) bX (R,X2X5)

Theorem 3 :In the backward key strategy of the described source model, the
rate pair(R, R) is an achievable key rate pair if: R20,R 20

RE{I(S X|U -(S % Ty,
R ¢{T X,|U -(T X, U}

for random variables according to the distribution:

p(u,st X, %, %)= F(‘|1$)3 K35|t3)9 O1X 2X 3}
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Upper bounds

In both situations we have the explicit upper bounds:

OCR ¢I(X; X3| X,),
O¢CR, ¢CI(X,; X3| Xy)
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"“Inner bound of secret key capacity regions
of pre-generated key strategy

Theorem 1: In the pre-generated key strategy of the multiple access channel
model, the rate pair (R, R,)is an achievable key rate pair if:

R>0,R 0,

RESYSUYW-(§%Ys VY
RESYSUW-(S%XYSYY,

RTRCS SYUY A8 X YsPY €5 Xpysy)

for random variables according to the distribution:

PU S S %% YY Y= b 05 GIXS(XIS(PUYLY, XX PuX Y Py ¥
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Inner bound of secret key capacity regions of
pre-generated key strategy

Theorem 3: In the two-stage key strategy of the multiple access channel
model, the rate pair (R, R,) is an achievable key rate pair if:

R>0,R >0,

qu:[l(a;Y]@ -( 3 )T X HO[HIT |Y&SQS)T (- llTQXJZY’ls’ZSJT
RE[I(S; VD -(S ¥ X F [HIT[YSSITC LT XpY,S, 9T
R+R IS S Y 18X X $ €1S]YX)S (-L9)S
HIMTAYS 9D - (T % Y S 5T -(1F XY S,S)T € LTLT,SYE

for random variables according to the distribution:

PSS 00 %% ¥ Y ¥= B9 09 OB (P (p YLy xIx([pty X)X [pty X;
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Upper bounds

In both strategies, we have the explicit upper
bounds:

0¢R CI(X, Y Y %, ¥),
0CR, CI(Xy Y X, ),
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T Tnner bound of secret key capacity
regions of the combined model

Theoreml (the inner bound) In the combined model, the rate pdft. R,) is
an achievable key rate pair if:

R>0,R >0,
R ¢[I(Uy S

U, Uj) -I(U, Sz| U, UWI [\ Yivi a'VlYLVz X
R ¢1(U5 81Uy UD) -IU; S| U, U (% L 6V %
R+R, §I(U, Uz XJUj U,)] 4(u1-54u2 Uy i|(-uésLu1u7) i

STURUL VUL VLYY HVEYV, XY BV YV, X
due to the constraints:

IUsS|U,S) ¢ IV Y N, (U5 U 9 ey YY
|(U1’U2;51'Sz‘%)¢ (VY

for random variables according to the distribution

P (Uj Uy bk, Uy, §,09 9= BY ) 0% Yi(o s (pluds(ms,s)s
PLVL L, X %, W Yo W)= Y B Y pi‘ Y (D§( y Py ¥ B’iX)
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h(p,) 1
h(py)+h(p,)-h(pyps)

Two-stage
h(pwp,) -h(p) "

h(p)+h(p,)-h(d.-
h(pyp,) -h(py)

>R
hE)+h(p)-h(eep) h(p)
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