
 
Cooperation for Secrecy in 

 Relay Networks 
 

By: Amir Sonee 

amirsonei@ee.sharif.edu 

Sharif University of Technology  

Department of electrical engineering   

In the name of god  
 

W
or

ks
ho

p 
on

 C
ry

pt
og

ra
ph

y 
an

d 
I
nf

or
m
at

io
n 

T
he

or
et
ic
 S

ec
ur

it
y 

 

5/4/2011 



 شاخه داوشجویی اوجمه رمز ایران

2/21 
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 Multiple-access relay channel with generalized feedback 

 Cooperation for secrecy 

 Noise forwarding strategy 

 Compress and forward strategy 

 Gaussian GMARC 

 Conclusion  

 References   
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Information theoretic  
security 

Cryptography 

Implemented at  
Physical layer 

Implemented at Layers above the 
physical layer 

There is no computational power 
limitation on adversary 

Assumes that adversary has limited 
computational power 

Perfect security is provable and 
guarantees long-term security 

Provable security is not achievable 
and guarantees short-term security  

Uses no secret key infrastructure 
and is based on secure encoding 

It is based on secret key agreement 
infrastructure between transmitter 

and receiver 
3/21 
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 Using existing coding strategies for channels 

along with random coding transmitters  

 Degraded broadcast channel (wiretap channels) [Wyner, 1975].  

 Broadcast channels with confidential massages  

 [Csiszár & Körner, 1978].  

 Relay channels with confidential massages [Oohama, 2001]. 

 Multiple access channels with confidential massages  

 [Liang & Poor, 2006]. 
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 Using multiple antenna at transmitter and 

receiver (MIMO channel).  

 The MIMO channel [Khisti and Wornell, 2007]. 

 Secrecy Capacity of the MIMO wire-tap channel [Oggire and 

Hasibi, 2007].  

 Secrecy capacity of the gaussian MIMO wiretap channel 

[Shafiee and Ulukus, 2007]. 
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 Using cooperation 
 The Relay-Eavesdropper channel [Lai & El Gamal, 2006]. 

 Cooperative Jamming for Wireless Physical layer Security 

  [Dong & Poor, 2009]. 

 Cooperative Wireless Network Secrecy [Perron & Teletar, 2009] 

 Effects of cooperation on the secrecy of multiple access channel 
[Ekrem & Ulukus, 2007].  

 Secrecy in Cooperative Relay Broadcast Channels  

 [Ekrem & Ulukus, 2007]. 

  Amplify and Forward based cooperation for secure wireless 

communications [Dong & Poor, 2009].  

6/21  
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Encoder 1 

Encoder 2 

Decoder 

Eavesdropping 

GMARC 
P(y1,y2,y3,y4 |x1,x2,x3 ) 

Relay encoder 
Y1 

Eavesdropping 
Y2 

X1 

X2 

X3 Y3 

W1 

W1 

W2 

(W1,W2) 

W2 
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 Encoding 

– Block markov encoding 

– Random coding (stochastic mapping)  

 

 

 
8/21  5/4/2011 

User 1 

User 2 

Relay Receiver 
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Noise forwarding strategy 

W1b : Transmitted message at block b by user 1 with R11 bits.   

W2b : Transmitted message at block b by user 1 with R22 bits.   

R1  and R2: Bits of messages transmitted by user 1 and user 2  

                        to the legitimate receiver, reliably. 
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Random Coding 

 R11>Ŕ1   

000101011110 0000010--------------------- R1 

Ŕ1 R1w 

R11 

000101011110 0000000000000000000000001001 

1 2 3 

4 5 6 

7 

8 9 

10 
…  

1 2 R11 -Ŕ1 2 

R1w 
2 

K1  
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 R11<Ŕ1   
0001010111------------------------------------ R1 

Ŕ1 R1w 

R11 

0001010111 0000000000000000000000001001 

6 

7 

8 9 

R1w 
2 

K1  
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 Random coding at user 1 and 2:  

W1b  k1b    and    W2b  K2b    

 Independent codeword chosen randomly and sent by the relay 

at block b (also called noise): sb  
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Block B Block 1 

X1 (K1b) X1 (K11) User 1 

X2 (K2b) X2 (K21) User 2 

X3 (SB) X3 (S1) Relay 
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 Equivocation rate at user 2: Re1=H(W1|W2, X2,Y2
 )/n 

 Equivocation rate at user 1: Re2=H(W2|W1, X1,Y1
 )/n  

 Equivocation rate at relay:   Re3=H(W1,W2| X3,Y3
 )/n 

 Perfect secrecy: Re1 =R1 and Re2 =R2 so Re3 =R1+R2 

5/4/2011 

R1 ≤ I(X1;Y4|X2,X3)  +min{I(X3 ;Y4),I(X3;Y1|X1,X2), I(X3;Y2|X1,X2)}       

       -I(X1;Y2|X2,X3)  -min{I(X3 ;Y4),I(X3;Y2|X2), I(X3;Y2|X1,X2)} 

R2 ≤ I(X2;Y4|X1,X3)  +min{I(X3 ;Y4),I(X3;Y1|X1,X2), I(X3;Y2|X1,X2)}       

      -I(X2;Y2|X1,X3)  -min{I(X3 ;Y4),I(X3;Y2|X2), I(X3;Y2|X1,X2)} 

 R3 ≤R1 +R2 
12/21 
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 Relay encoding: R3=R0+ἡ 

 Compressed signal by the relay at block b-1: z(i-1) 

13/21 5/4/2011 

1 2 3 

4 5 6 

7 

8 9 

10 
…  

1 2 

nR3 2 

nἡ 2 

z(i-1)=h(s(i)) 

C
o

o
p

e
r

a
tio

n
 fo

r
 S

e
c

r
e

c
y

 in
 R

e
la

y
 N

e
tw

o
r

k
s
 

Compress and Forward Strategy  
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Block B Block B Block 1 

X1 (1) X1 (K1b) X1 (K11) User 1 

X2 (1) X2 (K2b) X2 (K21) User 2 

X3 (SB) X3 (Sb) X3 (1) Relay 
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Re1  min{R1  , Ŕ1-max{R*1 , R0+I(X1,X3;Ŷ3,Y2|X2)}} 

Re2< min{R2  , Ŕ2-max{R*2 , R0+ I(X2,X3;Ŷ3,Y2|X1)}} 

 

 

 

 

 

R*1  I(X1 ; Y3|X2 , X3) 

R*2  I(X2 ; Y3|X1 , X3) 

R*1 + R*2 = I(X1 , X2 ; Y3|X3) 

 

Ŕ1  I(X1 ; Ŷ3 ,Y4|X2 ,X3) 

Ŕ2  I(X2 ; Ŷ3 ,Y4|X1 ,X3) 

Ŕ1 + Ŕ2  I(X1, X2 ; Ŷ3 ,Y4|X3) 
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 Users apply compress and forward strategy for 

providing secrecy 

15/21 5/4/2011 
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Cooperation of users for secrecy 

…  …  

Block i  Block B  Block 1 
x1 (K1 (1),1) x1 (K1 (i), p1 (i)) 

x2 (K2 (1),1) x2 (K2 (i), p2 (i)) 

u 1 (1) u 1 (p1 (i)) 

u 2 (p2 (i)) u 2 (1) 

ǀ2 (Z2 (1),1) ǀ2 (Z2 (1), p2 (i)) 

u 1 (p1 (B)) 

ǀ1 (Z1 (1),1) ǀ1 (Z1 (1), p1 (i)) ǀ1 (Z1 (B), p1 (B)) 

ǀ2 (Z2 (B), p2 (B)) 

u 2 (p2 (B)) 

x3 (S (1)) x3 (S (i)) x3 (S (B)) 

x2 (1, p2 (B)) 

x1 (1, p1 (B)) 
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Gaussian GMARC 

Z1 
Y1 

X1 

X3 

Y2 

X2 

Z3 

Z4 

hs1r 

Z2 
hs1s2 

hs1d 
hs2d 

hrd 

hrs2 

Y3 hrs1 

hs2s1 

hs2r 

Y4 
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Secrecy rate region using NF by the 
relay and CF by users 

5/4/2011 

0 0.5 1 1.5 2 2.5
0
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 2

Secrecy rate region using NF strategy

 

 

P3=1

P3=3

P3=5

P3=20
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 Comparsion between cryptography and information 

theoretic security 

 Different ways of providing secrecy in channels 

 Cooperation for secrecy in GMARC using NF and CF 

 Cooperation of users using CF strategy 

 Under security constraints sending noise by the relay and 

cooperation of users using CF will increase secrecy region 

18/21 5/4/2011 

C
o

o
p

e
r

a
tio

n
 fo

r
 S

e
c

r
e

c
y

 in
 R

e
la

y
 N

e
tw

o
r

k
s
 

 

Workshop on Cryptography and Information Theoretic Security 

Conclusion 

http://sbisc.sharif.edu/


 شاخه داوشجویی اوجمه رمز ایران

19/21 5/4/2011 

C
o

o
p

e
r

a
tio

n
 fo

r
 S

e
c

r
e

c
y

 in
 R

e
la

y
 N

e
tw

o
r

k
s
 

 

Workshop on Cryptography and Information Theoretic Security 

Reference 

[1] A. D. Wyner, “The Wiretap Channel,” Bell systems Technical 
Journal,  vol. 54, pp. 1355-1387, 1975.  

[2] I. Csiszár and J. Körner, “Broadcast Channels with confidential   
 Messages,” IEEE Trans . Inform . Theory , vol. 24, pp. 339–348,  
 May 1978. 

[3] Y. Oohama, “Coding for Relay Channels with Confidential  
  Messages,” in  Proc. IEEE. ITW , Cairns, Australia, September  
  2001, pp. 87-89.  

[4] L. Lai and H. El-Gamal, “Cooperative secrecy: The relay- 
  eavesdropper channel,” IEEE. Trans. Inform . Theory , vol. 54,   
  No. 9, pp. 4005-4019 September 2008.  

 

http://sbisc.sharif.edu/


 شاخه داوشجویی اوجمه رمز ایران

[5] Y. Liang and H. V. Poor, “Multiple-Access Channels with  
  Confidential Messages,” IEEE. Trans . Inform . Theory, vol. IT- 
  54, No. 3, March 2008.  

[6] X. Tang, R. Liu, P. Spasojević and H. V. Poor, “Multiple Access 
Channels with Generalized Feedback and Confidential 
Messages,” in Proc. IEEE. ITW , Lake Tahoe, California, 
September 2007, pp. 608-613.  

[7] E. Ekrem and S. Ulukus, “Effects of Cooperation on the Secrecy   
 of Multiple Access Channels with generalized feedback,” in  
 proc. IEEE. CISS, March 2008.  

[8] E. Ekrem and S. Ulukus, “Secrecy in Cooperative Relay  
   Broadcast Channels,” in  Proc. IEEE. ISIT , Toronto, Canada,   
   July 2008. 

 

 

 

Workshop on Cryptography and Information Theoretic Security 

Reference 

C
o

o
p

e
r

a
tio

n
 fo

r
 S

e
c

r
e

c
y

 in
 R

e
la

y
 N

e
tw

o
r

k
s
 

5/4/2011 20/21 

http://sbisc.sharif.edu/


 شاخه داوشجویی اوجمه رمز ایران

[9] C. K. Ho, K. T. Gowda and S. Sun, “Achievable Rates for  
  Multiple Access Relay Channel with Generalized Feedback,” in  
  Proc. IEEE. ISITA , Auckland, New Zealand, December 2008,  
   pp. 1-6.  

[10] J. Hou, R. Koetter and G. Kramer, “Rate Regions for Multiple 
Access Relay Channels with Relay-Source Feedback,” in Proc. 
IEEE. ITW , Taormina, Sicily, October 2009, pp. 288-292. 

[11] L. Dong, Z. Han, A. P. Petropulu and H. V. Poor, “Cooperative  
  Jamming for Wireless Physical layer Security,” in  Proceedings  
  of the 15th Conference on Statistical  Signal  Processing,  
   Cardiff, Wales, UK, 2009. 

 

Workshop on Cryptography and Information Theoretic Security 

Reference 

C
o

o
p

e
r

a
tio

n
 fo

r
 S

e
c

r
e

c
y

 in
 R

e
la

y
 N

e
tw

o
r

k
s
 

21/21 5/4/2011 

http://sbisc.sharif.edu/


Thank you 


