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Introduction
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Implemented at Layers above the
physical layer

Assumes that adversary has limited
computational power

Provable security is not achievable
and guarantees short-term security

It is based on secret key agreement
infrastructure between transmitter
and receiver

Iniormation theoretic

SECURILY,

Implemented at
Physical layer

There is no computational power
limitation on adversary

Perfect security is provable and
guarantees long-term security

Uses no secret key infrastructure
and is based on secure encoding
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Introduction

e Using existing coding strategies for channels
along with random coding transmitters

0 Degraded broadcast channel (wiretap channels) [Wyner, 1975].

0 Broadcast channels with confidential massages

[ Csiszar & Korner, 1978].

0 Relay channels with confidential massages [Oohama, 2001].

O Multiple access channels with confidential massages
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[ Liang & Poor, 2006].
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Introduction

e Using multiple antenna at transmitter and
receiver (MIMO channel).
0O The MIMO channel [Khisti and Wornell, 2007].

0O Secrecy Capacity of the MIMO wire-tap channel [Oggire and

Hasibi, 2007].

0O Secrecy capacity of the gaussian MIMO wiretap channel

[ Shafiee and Ulukus, 2007].
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Introduction

e Using cooperation
0 The Relay-Eavesdropper channel [Lai & El Gamal, 2006].
0 Cooperative Jamming for Wireless Physical layer Security
[ Dong & Poor, 2009].
0 Cooperative Wireless Network Secrecy [Perron & Teletar, 2009]

0 Effects of cooperation on the secrecy of multiple access channel
[ Ekrem & Ulukus, 2007].

0O Secrecy in Cooperative Relay Broadcast Channels
[ Ekrem & Ulukus, 2007].

O Amplify and Forward based cooperation for secure wireless
communications [Dong & Poor, 2009].
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Multiple-Access Relay Channel
with Generalized Feedback

g@ Relay encoder —P(\%z)
Y,

<—| Eavesdropping |« YgT lX?’
W, <
—»| Encoder1l —» GMARC v
X 4
3 P(ylaygaygay4 |X19X29X3) —»| Decoder
—»| Encoder 2 >

< (W,,W,)
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Noise forwarding strategy

W, : Transmitted message at block b by user 1 with R, bits.

+W,, : Transmitted message at block b by user 1 with R,, bits.

R, and R,: Bits of messages transmitted by user 1 and user 2

to the legitimate receiver, reliably.

e Encoding
User1

— Block markov encoding Receiver

Relay
- Random coding (stochastic mapping)

User 2
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Random Coding
EI l{11>R1 l{11 )
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Encoding

e Random coding at user 1 and 2:
Wy ky and W, Ky,
e Independent codeword chosen randomly and sent by the relay

at block b (also called noise): s,
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Block 1 Block B
User 1 X, (K,,) X, (Ky)
User 2 X, (K,,) X, (K,;)
Relay X, (S) X (Sp)
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Perfect secrecy rate region
using NF

> Equivocation rate at user 2: R,,=H(W,|W,, X,,Y, )/n
> Equivocation rate at user 1: R_,=H(W,|W,, X,,Y,)/n
> Equivocation rate at relay: R ,=H(W,,W,| X,,Y,)/n
> Perfect secrecy: R, =R, and R, =R, so R, =R +R,
R, < I(X};Y,[X,,X,) +min{I(X,;Y,),I(X,;Y,[|X,,X,), I(X,;Y,[X,X,)}
-I(XY,[X,,X,) -miniI(X,5Y,), 1KY, X)), IX5Y, [ X,X,) )
R, < I(X,;Y,|X,X,) +min{I(X,;Y,),I(X,;Y,|X,,X,), I(X,;Y,[X,X,)}

-I(X,; Y, | X, X,) -min{I(X,;Y,),I(X,;Y,|X,), I(X,;Y, [ X,,X,)}
R, <R, +R,
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Compress and Forward Strategy

+ Relay encoding: R,=R +n

» Compressed signal by the relay at block b-

10

1378 L. e
@9 rare 82
4@ .5 ® O ©

1 2

User 1 X, (K,,)

User 2 X, (K,,)

Relay X, (1)

2nR3

1 Zfi-ll
z(i-1)=h(s(1))
/

o0®

il

X, (K,) X, (1)
X2 (bi) X2 (1)
X, (S,) X, (Sp)
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Equivocation rates using CF
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Cooperation of users for secrecy

» Users apply compress and forward strategy for

providing secrecy

Block 1

X, (K, (2),1)

Block i

| L (Z,(1),1)

Xy (K, (1), p, ()

Block B

u, (1)

I, (Z, (1), p, ()

X, (1, p, (B))

X, (K, (1),1)

u, (p, ()

|, (Z,(B), p, (B))

| ,(Z,(1),1)

Xo (K, (1), p, (1))

u, (p, (B))

u, (1)

| ,(Z, (), p, ()

X, (1, p, (B))

X, (S(1)

u, (p, (i)

| ,(Z,(B), p, (B))

X4 (S(0)

U, (p, (B))

X, (S(B))

5/4/2011


http://sbisc.sharif.edu/

Workstiofs on (ryptograpliy and Tuformation Theoretic Secarnity

Gaussian GMARC
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Secrecy rate region using NF by the
relay and CF by users

Secrecy rate region using NF strategy
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Conclusion

0 Comparsion between cryptography and information

theoretic security
0 Different ways of providing secrecy in channels
0 Cooperation for secrecy in GMARC using NF and CF
QO Cooperation of users using CF strategy

0 Under security constraints sending noise by the relay and
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cooperation of users using CF will increase secrecy region
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