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Introduction 

ÅThe first papers on data hiding appeared in the 
early 1990s.  

Á(LSB) embedding techniques 

Áelementary and non-robust against noise. 

ÅThe period 1996ς1998:  

ÁThe development of Spread Spectrum method 
codes 

ωimage watermarking (Cox et al. 1997) 

ωVideo watermarking (Hartung and Girod 1998 ) 

Ámore robust and have been used in several 
commercial products. 
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Spread Spectrum Modulation (SSM) 

ÅThe watermarking problem is analogous to a communication problem 
with a jammer. 

Åmotivated many researchers to apply techniques from SSM (successful 
against jammers.) 

ÅSSM good for military communication systems (secrecy and robustness 
due to unauthorized person) 

ÅThe jamming problem: 

ÅStandard radio or TV communication system: 

ÁTX sends a signal in a relatively narrow frequency band.  

Áinappropriate in a communication problem with a 
jammer.  

Áthe jammer would allocate all his power to that 
particular band of frequencies.  
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{ǇǊŜŀŘ {ǇŜŎǘǊǳƳ aƻŘǳƭŀǘƛƻƴ ό/ƻƴǘΩŘύ 

ÅSSM system: 

Áallocates secret sequences (with a broad frequency 
spectrum) to the TX, which sends data by modulating 
these sequences.  

ÁRX demodulates the data using a filter matched to the 
secret sequences.  (The codes used for spreading have 
low cross correlation values and are unique to every 
user) 

 

ÅAttacker must spread jamming power over all D dimensions. 

ÅOwner knows which N dimensions are important. 
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 Advantages of Spread Spectrum 
Communication 

ÅResist intentional and unintentional interference. 

ÅCan share the same frequency band with other 
users 

ÅProtect the privacy, due to the pseudo random 
code sequence.  
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Spread Spectrum technique for 
watermarking 

Åadopt ideas from spread spectrum communication  

 

Å the WM message is spread over a wide frequency bandwidth (spectrum 
of the host image) 

Á Hide a D-dim. signal (information to embed) in an N-dim. space (part of 
original document), N >> D 

 

ÅThe SNR in every frequency band is small (difficult to detect) 

ÁRX knows the place of WMĄ concentrate weak signals to high SNR 
output. 

 

ÅGenerate noise like carrier or hopping sequence with cryptographically 
secure methods (Security ) 

Å if parts of the message are removed from several bands, enough information is 
present in other bands to recover the message 

Á it is difficult to remove the message completely without entirely destroying 
the cover (robustness) 
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Embedding a Direct-Sequence Spread-Spectrum Watermark 
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Recovering a Direct-Sequence Spread Spectrum Watermark 
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Secure Spread Spectrum Watermarks for 
Multimedia 

ÅThe first spread spectrum watermarking method based on 
DCT  

ÁProposed by Cox. 

 

ÅCox et al. asserted that in order for a watermark to be 
robust, it need to be placed in the most significant part of 
the image. 

 

Åthe watermark will be composed of random numbers 
drawn from a Gaussian N(0,1) distribution 

Á(multiple marks: much better detection performance) 
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Insertion of the watermark 

ÅInsert X (WM) into V (DCT coeffs.) results in ±Ω 

Åо ƴŀǘǳǊŀƭ ŦƻǊƳǳƭŀ ŦƻǊ ŎƻƳǇǳǘƛƴƎ ±ΩΥ 

 

 

 

ÅThe general form: 

 

 

ÅDo not provide a solution for how to compute a in order to 
maximize the robustness of the watermark.  

ÁProportional to the deviation |v*-v|  

Á(set a=0.1) 

ÅHow choose N? 
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Informed Watermarking Method of Cox et al. 
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Secure Spread Spectrum Watermarks for 
Multimedia 

ÅEvaluating the similarity of the watermark 

ÁThe extracted watermark might differ from the 
original watermark. 

 

 

Åone should decide on a threshold T, and compare 

 

ÅSet T to minimize the false positives and false 
negatives.  
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