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Test Watermarking Language Watermarking

Modifying the appearance of text Embedding in texts without changing
elements Its meaning and appearance
Limited to change line or word Semantic and syntactic
spacing substitute fonts (sizes) and transformations, lexical substitutions,
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Synonym substitutions

Semantic transformations

Syntactic transformations

Translation

Punctuation modification

Simulated Typographical methods
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Linguistic Watermark  Secret
transformation = message key User
parameters:

Distortion
threshold

Selection

Original Linguistic analysis: _ _
daciment part of speech tagging, - (Information carrying
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Verification of Applying linguistic
Embedding transformations
Success of embedding to embed the
Eailure & distortion thresholc watermark
message
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Algorithm

Select a sub Graph (fpusing esecret key

Color G, using three color

D,: Distortion on the meaning of the text due to the transformations
D,: Estimated distortion will be done by the adversar

The candidate message carrying word that maximiZzesvbile keeping [
below a useiset threshold is picked for embedding replacement
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Syntactic rules=== Structure of sentences
The semantic component of the grammas= The meaning

In theory:

A given linguistic structure hasparticular meaningefined by the related
syntaxgsemantics combination

In practice:

+ All languages possess forms that cameyy similar or identical semantic
Interpretations and yet they hawaifferent syntactic structures

Each syntactic structure===» A particular bit combination
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The Syntactic Tools for NL
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«Workers carried the sand.
wThe sand was carried by workers.

wW2 Ky Qa 0221
wThe Look of iohn

wWatermarking is one of the important areas of study.
wOne of the important areas of study is watermarking.

wJohn and Jane
wJane and John

wAli will go to Tehran tomorrow.
wTomorrow Ali will go to Tehran.
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