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Introduction 
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TW vs. NLW 

Test Watermarking 

 Modifying the appearance of text 
elements 

Limited to change line or word 
spacing substitute fonts (sizes) and 

more 

Language Watermarking 

Embedding in texts without changing 
its meaning and appearance 

Semantic and syntactic 
transformations, lexical substitutions, 

 ǘȅǇƻƎǊŀǇƘƛŎŀƭ ŀƭǘŜǊŀǘƛƻƴǎΣΧ 
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Value of The Text 

13:38 The 1st Workshop on Info. Hiding 

5 

NLW 
requirements 

Meaning 

Gramm
aticality 

Fluency  

Style 
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Language Watermarking Categories 

Synonym substitutions 

Semantic transformations 

Syntactic transformations 

Translation 

Punctuation modification 

Simulated Typographical methods 
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 A Generic NLW System 
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Synonym Substitution 

The 1st Workshop on Info. Hiding 13:38 

8 

http://sbisc.sharif.edu/


ûv¾ĉv Àù½ üú¬ýv ĈĉĀ¬Êýv¹ Ă·wÉ 

Equmark 

·A lexical watermarking system 

 

·Building a weighted undirected graph G 

¹Node:  (word, sense)  

¹Edge: Its nodes are synonyms 

¹Edge weight: The measure of the similarity  
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G 

(Word, sense) 

w1 

w2 

w3 
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Algorithm 

· Select a sub Graph (GW) using a secret key 

 

· Color GW using three color 

 

· D1: Distortion on the meaning of the text due to the transformations 

 

· D2: Estimated distortion will be done  by  the adversary 

 

· The candidate message carrying word that maximizes D2  while keeping D1  
below a user-set threshold is picked for embedding replacement 
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Syntactical Transformations 
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Syntactic Watermarking 

·Syntactic rules              Structure of sentences 

·The semantic component of the grammar            The meaning 

 

·  In theory: 
¹ A given linguistic structure has a particular meaning defined by the related 

syntaxςsemantics combination. 

· In practice:  
¹ All languages possess forms that carry very similar or identical semantic 

interpretations and yet they have different syntactic structures. 

 

·Each syntactic structure             A particular bit combination 
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The Syntactic Tools for NLW  
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ωWorkers carried the sand. 

ωThe sand was carried by workers. 
ά!ŎǘƛǾŜέ κ άtŀǎǎƛǾŜέ 

Structures 

ωWƻƘƴΩǎ ōƻƻƪ 

ωThe book of John 

Possession 

ά hŦ έ   κ  ά Ψǎ έ 

ωWatermarking is one of the important areas of study. 

ωOne of the important areas of study is watermarking. 
subject-predicate-

DIR/predicate-subject-DIR 

ωJohn and Jane 

ωJane and John 
Conjunct order change 

ωAli will go to Tehran tomorrow. 

ωTomorrow Ali will go to Tehran. 
Adverb displacement 
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