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Information Hiding 

ωInformation hiding, a very fresh research field! 

ωCƛǊǎǘ ŀǘǘŜƳǇǘǎ ƛƴ ƳƛŘǎǘ ƻŦ ǘƘŜ флΩǎ 

ωFirst methods modified time (spatial) domain 
signal to hide data 

ωOld IH techniques: LSB, Patchwork, Spread 
Spectrum and echo hiding 

ωCommon advantages: Computational ease and 
imperceptibility  

ωFresh constantly and still useful! 

 

 

http://sbisc.sharif.edu/


ûv¾ĉv Àù½ üú¬ýv ĈĉĀ¬Êýv¹ Ă·wÉ 
4 

LSB replacement 

ωLSB replacement introduced in 1995 

ωOldest and simplest IH technique 

ωSecurity provided using seed generator 

ωMessage bit replaces the LSB of cover: 

                          cover data: 76    (01001100)b  

                                                                                              + 

                                                    message bit:1 

                                                               = 

                                       Stego data: 77   (01001101)b 

ωHigh capacity, imperceptibility and 
computational ease of hiding and detecting 

http://sbisc.sharif.edu/
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LSB weak point 

ωWeak point: Pair of 
values 

 

ωHistogram of pixel values 
before and after  

 

 

 

ωRS and Chi-square 
attacks developed based 
on this weak point 
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Chi-square attack 

ωDefine 

ωDoes not change after LSB embedding 

ωChi-square statistics: 

 

ωProbability of same PDF for        and 

 

 

ωP is about 1 at the beginning of embedded 
message and drops to zero at its end.  
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RS attack 

ωIntroduced in 2001 

ωDefine 

 

ωDivide picture and compute 

 

 

ωFor a cover: 

 

ωFor a LSB-replaced stego: 
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LSB Matching 

ωLSB-matching introduced in 2001 

ωIf cover bit does not match with message bit, 
added or subtracted by one randomly. Else 
unchanged. 

   cover data: 76  (01001100)b 

+ 

message bit: 1 

= 

   stego data: 75 (01001011)b  or 77 (01001101)b 

http://sbisc.sharif.edu/
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New LSB Techniques 

ωNo pair of values anymore, difficult to detect 

ωBest-known detector based on COM of 
histogram 

ωIntroduced in 2003, improved in 2005 

ωNot a perfect detector.  

ωType I and type II errors appear. 

ωNewer LSB methods, more difficult to detect or 
still undetectable! 

ωLSB  matching revisited and Novel LSB  

http://sbisc.sharif.edu/
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LSB revisited (Mielikainen) 

ωMain idea: Fewer changes for same capacity 

ωPicture divided to consecutive pixel pairs 

ωOne pixel carries one bit of information 

ωA function of two bits carries the other 

ωThe function should have these properties: 

 

 

 

ω                                            has both properties 

( 1, ) ( 1, ), ,f l n f l n l n Z- ¸ + " Í

( , ) ( , 1), ,f l n f l n l n Z¸ + " Í

1 1( , ) ( / 2 )i i i if y y LSB y y+ += +é ùê ú
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Algorithm 

if mi = LSB (xi) 

  if mi+1  ґ  Ŧ όȄi , xi+1) 

    yi+1 = xi+1  +-  1 

  else 

    yi+1 = xi+1 

  end 

else 

  if mi+1 = f (xi-1,xi+1) 

    yi = xi ς 1 

  else 

    yi  = xi + 1 

  end 

  yi+1 = xi+1 

end 

xi xi+1 mi mi+1 yi yi+1 

1 1 0 0 2 1 

1 1 0 1 0 1 

1 1 1 0 1 0 or 2 

1 1 1 1 1 1 

1 2 0 0 0 2 

1 2 0 1 2 2 

1 2 1 0 1 2 

1 2 1 1 1 1 or 3 

2 1 0 0 2 1 

2 1 0 1 2 0 or 2 

2 1 1 0 3 1 

2 1 1 1 1 1 

2 2 0 0 2 1 or 3 

2 2 0 1 2 2 

2 2 1 0 1 2 

2 2 1 1 3 2 
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Analysis 

ωAverage changes per pixel: 

 

 

ωAssuming random message 0.375 is expected. 

ω0.5 is expected for conventional LSB method 

ωBetter quality with same capacity 

1 1( ) ( ) ( ( , ) )

2

i i i i i i iP x m P x m P f x x m+ +¸ + = ¸
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ROC response 

 

http://sbisc.sharif.edu/


14 

   Pixel Value Difference 
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PVD method 

ωIntroduced 2003, expanded 2005 

ωMain idea: increasing the capacity  

ωAdaptive embedding: more data 
hidden in edges 

ωEdge: 2 consecutive pixels with 
high difference 

ωPicture divided to consecutive 
pixel pairs 

ωSix ranges for possible differences 
Ri Ḏ [li , ui]  of width  wi 

R1 ⱦ [0  7] 

R2 ⱦ [8  15]  

R3 ⱦ [16  31]  

 

R4 ⱦ [32  63] 

 

R5 ⱦ [64  127] 

 

 

R6 ⱦ [128  255] 
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Algorithm 
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Example 

ωPi=100, pi+1=162, R4=[32 63], t=(00000)bΣ ŘΩi=32, 
m=30, pi<pi+1Σ ŘΩi<diΣ  ǇΩiҐммрΣ ǇΩi+1=147. 

 

ωExtraction: embedded data is difference of    
μǇΩi-ǇΩi+1| with low band of proper range 

 

ωμǇΩi-ǇΩi+1|=32, R4=[32 63],  li=32, b=0, 
data=(00000)b 

 

http://sbisc.sharif.edu/
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PVD and LSB 

ωIdea: PVD for high ranges, LSB for low ranges 

ωIf R=R3, R4, R5, R6 , Embed data using PVD 

ωIf R=R1 or R2, Replace three LSBs of each pixel 
with three data bits 

ωNew difference should not exceed R2: 

 

 

ωpi=30, pi+1=15, data=(111000)bΣ ǇΩiҐомΣ ǇΩi+1=8, 
ŘΩiҐноҔмрΣ ǇΩiҐноΣ ǇΩi+1=16 

ωExtraction is straightforward 
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Results 

ωGreat capacity 
gain comparing 
PVD-only, without 
loosing much 
quality 

ωPSNR quality 
criteria: 

  2
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p p
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PVD-only PVD and LSB 

Cover image 

(512*512) 

capacity 

(bytes) 

PSNR 

(dB) 

Capacity 

(bytes) 

PSNR 

(dB) 

Lena 51219 38.94 95755 36.16 

Baboon 57146 33.43  89731 32.63 

Peppers 50907 37.07 96281 35.34 

Jet 51224 37.42 96320 35.01 

Tank 50499 41.99 96089 37.38 

Airplane 49739 40.13 97790 36.6 

Truck 50065 42.72 96678 37.55 

Elaine 51074 41.18 95023 37.11 

Couple 51604 38.81 95294 36.13 

Boat 52635 34.89 94596 33.62 

http://sbisc.sharif.edu/
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Outputs 

Original PVD-only PVD&LSB 

 

Cover 
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