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Information Hiding

w Information hiding, a very fresh research field
WCANRG FGaSYLIWa Ay YA

w First methods modified timespatial) domain
signal to hide data

w Old IH techniques: LSB, Patchwork, Spread
Spectrum and echo hiding

w Common advantageS€omputational easand
Imperceptibility
w Fresh constantly and still useful!
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LSB replacement

w LSB replacememtroduced in 1995

w Oldest and simplest IH technique

w Security provided using seed generator
w Message bit replaces the LSB of cover:

cover data: 76 (010011Q0)
+

message bit:1

Stego data: 77 (010011Q1)
w High capacity, imperceptibility and
computational ease of hiding and d
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LSB weak point

Xi m, Yi Xi m Yi

w Weak point:Pair of 1 | 1 | 1| 4 |0o]| 4
values 3 | 0|2 |5 |1 5

. . 4 1 S 1 0 0

212 A+10¢ Q27 [ 3 T ol 213 11 3

w Histogram of pixelvalueq_* | * [ * | 1 | O] O
before and after 1t (o jopogp1) 1

5 6 2 1 3 1 1 1
4 1 5 4 1 5

———— 0 4 3 0 2

1 0 0 3 1 3

000000000000 S 0 4 0 0 0
W RSand Ch+square 1 | 1 |1 ]2 1] 3
attacks developed based| 2 1 : ;‘ g 421
on this weak point 15 T o o1

16st Workshop on Information Bli diiie




Chisquare attack

w Define h, =1 +2hz n
w Does not change after LSB embedding
w Chisquare statistics: _5" (h, - h )

n

2i

w Probability of same PDF fch; amg

2, L k1
2

p=1-— 2K g e ’t
22 G2
FO
92 +

w P Is aboutl at the beginning of embedded
message and drops to zero at its end.
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RS attack

w Introduced In2001

w Define
F2n«% 2n+1 F:2n«% 2n-1  ToXwX)=ad X X

w Divide picture and compute
_aGIf (RG)>f(G) _aG|f (EG)<f(G)

R, - S, =
ac ac

R _aG|[f (F,G)>1 (G) S _aG|f (F,G))<f (G)
ac ’ ac

w For a cover:
R°R > S

w For a LSkeplaced stego:
R-S >R, S Ov%uev AU
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| SB Matching

w LSBmatchingintroduced in2001

w If cover bit does not match with message bit,
added or subtracted by one randomly. Else
unchanged.

cover data76 (01001100,
+

message bitl

stego data:75(0100101), or 77(0100110},
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New LSB Technigues

w No pair of values anymore, difficult to detect

w Bestknown detector based on COM of
histogram

w Introduced in 2003, improved in 2005
w Not a perfect detector.
w Type | and type Il errors appeatr.

w Newer LSB methods, more difficult to detect
still undetectable!

w LSB matching revisited and Novel LSB
Qv ¥eév Al
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LSB revisited (Mielikainen)

w Main idea: Fewer changes for same capacity
w Picture divided to consecutive pixel pairs

w One pixel carries one bit of information

w A function of two bits carries the other

w The function should have these properties:

f(-1n) f( ), |Ih ZI
f(n) f(n 4, I'n 7

w f(y,y.)=LSBay/2 gty,) has both properties
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Algorithm

- Xi Xi+1 mi mi+1 yl yi+1
if m=LSB (x R 1 1 0 0 2 1
if mi+1 r i1 X{L) o0 E 1 1 0 1 0 1
= +-
>I’|+1 X 1 1 1 1 0 1 | Oor2
elise 1 1 1 1 1 1
Yis1= %a 1 2 0 0 0 2
elnd 1 2 0 1 2 2
e_se 1 2 1 0 1 2
|f mi+1 - f (x-li)(i+l) 1 2 1 1 1 lor3
= 1
>|/| %G 2 1 0 0 2 1
elise
in 2 1 0 1 2 Oor2
yid_ X 2 1 1 0 3 1
en
g 2 1 1 1 1 1
e)r’]ial ) 2 2 0 0 2 | 10r3
2 2 0 1 2 2
2 2 1 0 1 2
> 2 1 1 3 2 1




Analysis

w Average changes per pixel:
P(x,, m) HAx 3, RI{X x4) My
2
w Assuming random message 0.375 Is expecte
w 0.5 Is expected for conventional LSB method
w Better quality with same capacity
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Probability of detection
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PVD method

w Introduced2003 expanded2005 R /[0 7]
w Main idea: increasing the capacif__%*¢

w Adaptive embedding: more data | "
hidden in edges

_ _ _ R, 1 [32 63]
w Edge2 consecutive pixels with
nigh difference R, Y [64 127]
w Picture divided to consecutive
nixel pairs

w SiX ranges for possible differencq rqri2s 255
RD[l, u] of width w,
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Algorithm

for every two consecutive pixels p ang,p do
1.calculate d + p ;p| and find proper range R
2.calculate bit capacity of pair t=log2(w )
3.read t bits and calculate decimal equivalent
4 calculate newdifference valu¢ d =I +b

5.madify pixels. m3 d -d|
&p, +am/2 gn,, - ME2) hp %P, andd o
T(p - 8M/2 g, +1E2) ifp P, andd @

I \ , :
(P +em/2 g, - M@2) P P4 andded
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Example

w P=100, p.,=162, R=[32 63], t=(0000QF =B2Q
m=30, p<p,.= <BQ [ MIOp, =141.JQ

w Extraction: embedded data is difference of
U LAQ) with low band of proper range

w M LIQGY=32, R=[32 63], £32, b=0,
data=(0000Q)
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PVD and LSB

w ldea: PVD for high ranges, LSB for low range
f R=R R, R, R, Embed data using PVD

w If R=Ror R,, Replace three LSBs of each pixel
with three data bits

w New difference should not exceed:R

. e(p,I - 8’ H+1i 48) i n ﬂ i
if di>15: (p,R.)iz, i '
| S} l_}(pil+8,ﬂ+l| 8)ifp ¥,

w p=30, p,;=15, data=(11100QF [ LIM,5=8,LJ
REDH 0 H M pH3D . ZEIDQ IO

w Extraction is straightforward

e
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Results

PVD-only PVD and LSB

(0)) Great CapaC|ty Coverimage capacity PSNR Capacity PSNR
_ _ (512*512)  (bytes)  (dB)  (bytes)  (dB)
gain comparing

! Lena 51219 3894 95755  36.16
PVDonly, without
_ Baboon 57146 3343 89731  32.63
I O OS I n g m u C h Peppers 50907 37.07 96281 35.34
gu al |ty Jet 51224  37.42 96320  35.01
- Tank 50499 4199 96089  37.38
w PSNR quality
t . Airplane 49739 40.13 97790 36.6
Criteria. Truck 50065 4272 96678  37.55
XY maX(P )2 Elaine 51074 4118 95023  37.11
PSNR= =
- . \2 Couple 51604 38.81 952904  36.13
a (px y Py, y)
Xy Boat 52635  34.89 94506  33.62
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Outputs

Original PVDonly PVD&LSB
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